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Key Objective/value to readers :  This paper wi ll help focus efforts on solving the key challenges in 
Web Application Security Testing.  In particular, we hope that this wi ll contribute towards bui lding 

better methodologies and tools for Securi ty Testi ng.  
 

Abstract  

Security testing for web -based applications is fundamentally different from functional testing in a 
number of ways.  This fact should impact how we test web applications for security.  In order to devise 

an effective methodology for Web Appli cation Security Testing, we must first understand its unique 
challenges.  This paper attempts to identify these challenges in the hope that this information will 

serve as useful input for developers of securi ty testing tools and test managers for security projects.  
 

Introduction  

 
A number of developments in the last decade or so have contributed to software securityõs moving 

from the obscurity of Usenet newsgroups into mainstream media, from front -page articles analyzing 
the worldwide impact of viruses and worms, to Hollywood movies about hackers and the people who 

bring them to justice.     While this has led to commercial and public enterprises allocating substantial 
funds to secure their network and computing infrastructure, Web Application Security conti nues to 

remain an elusive goal.   It is estimated that over 80% of security breaches have occurred because of 
weak protection on external corporate websites.  Web Application Security is therefore one of the 

weakest links in the security chain today.  
 

As a result, organizations engaged in software development have been increasing attention to 
application security issues during the SDLC.  Several ini tiatives propose a secure development 

methodology that is baked into the software development process itself.  For example, Microsoft now 
requires that its development teams include òSecurity Threat Model Analysisó in the design and coding 

phase.  The Open Web Application Security Project (òOWASPó), a non-profit organization, regularly 
maintains a list of òTop 10 Web Application Security vulnerabilitiesó on its websites that developers 

can attempt to guard against.  Organizations have become sensitized to the need for a dedicated effort 
designed to test web applications specifically for security issues.   

 
These are very positive developments but it is our thesis that these efforts can succeed only when 

accompanied by improvements in the methodology and tools used in Web Application Security Testing.   
In this paper, we identify the unique challenges of Web Applicati on Security Testing, and suggest 
approaches that may be beneficial for security testing teams as well as for developers developing tools 

for Web Application Security Testing.  
 

The Challenges 

 
Significantly larger search space  

A security tester or a securit y automation tool has to deal with an exponentially larger test space than 
a functional tester or functional test automation tool.  For a tester i t means being able to automate 

whatever part can be automated, and doing the rest as smartly as possible.  For  a tool developer it 
means building an interface that allows an intelligent user to guide it in context -specific tasks, , as 

well as equipping the application with algori thms to address an NP -complete problem (complete path 
traversal) in as practically eff icient a manner as possible.   Speed of traversal is a key selection 

criterion precisely because there is so much to do:  
 

Most vulnerability  is high-priority  
While doing functional testing it is possible to make trade -offs in resources and coverage.  As part of 
the planning phase, the test analyst can narrow the scope of testing by focusing on those parts of the 
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application that are most critical from a business point of view, plus those that are most frequently 
used.  Whi le testing all parts of the applica tion would be ideal, budgetary constraints force trade -offs: 

the product is released with certain non -critical bugs identified, but not fixed.   In security testing, 
however, testers do not enjoy this luxury.  Any trapdoor, however obscure, has the potenti al for 

compromising the application.   A vulnerabili ty that is present in a rarely used part of the application is 
just as likely to cause damage as one on the applicationõs log-in page.    

 
Need to test hidden parts of the application  

A functional tester is primarily concerned with testing what is exposed by an applicationõs interface.  
Additionally, he may have to test the applicationõs backend interfaces.  A Performance Tester may 

need to make sure that the systemõs backend can stand up to the Load levels it is likely to be 
subjected to in deployment.  In all these cases, the test target is defined by the application itself.   

That is not the case in security testing. The security tester must defend against a variety of unspecified 
attacks:  

 SQL injection attack through UI controls (e.g. textboxes, radio -buttons, drop -downs, etc.)  

 Hidden POST parameter 

 GET parameter 

 Cookie value  

  

Need to protect application from willful damage  
In the functional testing phase, testers must consider whether the application u nder test wi ll continue 

to function as expected if the user were to perform normal or at worse random actions; they are not 
expected to validate or verify the applicationõs behavior following a userõs modifying the value of a 

cookie.  A security tester, on  the other hand, must consider all the ways that a user might wi llfully 
damage the application under test.  Naturally, this results in a manifold increase in the number of 

areas that need to be considered during security testing.  

 

Standard Software Release  Model is not designed for Security Testing  

In the standard software release model, the code to be tested is accompanied by a set of bui ld release 

notes, which list the feature changes included in the current release.  The functional testing team 
performs a few Bui ld Verification Tests (BVTs) before repeating the regression test suite from the last 
test pass.  BVTs are not concerned with changes in implementation detai ls when carrying out the 

regression but only with ensuring that the primary functionality has not been altered, and that code 
changes have not introduced catastrophic fai lures. This approach cannot work for the security test 

team.  Consider, for example, a real scenario wherein the application under test maintained the user 
profile on the serve r and used the session-id as a key for looking up the userõs data.  A developer 

wanted to save an additional round -trip to the server, so in his next check -in, he stored data on the 
client side.  It worked, but it also introduced a serious vulnerability!  Not surprisingly, this change was 

not recorded in the bui ld release notes since it did not involve any feature change.  Had the security 
tester not been alert, the vulnerabi lity might have been made it into the released product, to be 

discovered only when a customerõs private data was compromised through a hostile attack.   
 

We propose that in an ideal scenario, implementation detai ls that could impact security should be 
documented as part of the release notes, including:  

 Names of form parameters (hidden o r otherwise), cookies etc. being used on various pages  

 Purpose of each of these entities (is this used for a database lookup?  Does this get used on 
other pages?)  

 List of entities that have undergone any changes since the last release (e.g. information co uld 
get passed using a cookie rather than a form parameter).  
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The problem here is that the software release process has not yet matured enough to the point where 
these aspects are documented by default.  Unti l this state of affairs changes, securi ty testers  wi ll have 

to continue to find this information themselves.  
 

Difficulty in Automating Security Testing  

 
It is much harder to wri te tools that automate testing web application security than for testing 

application functionality. Some tasks are at first glan ce not difficult  to ensure that the application :  

 Rejects potentially malicious characters in the input (e.g. various SQL metacharacters that 

could be used for carrying out SQL injection)  

 Executes htmlencoding or urlencoding of special input characters tha t it echoes out.  

 
However, a naïve approach can result in false positives and false negatives.  For example, it is certainly 

reasonable for a web application to accept user input consisting of strings such as ò%ó and ò--ó if they 
are never going to be used  for constructing dynamic SQL queries.  But an automation tool is very likely 

to flag this as vulnerability . For an example of a false negative, consider a web -based email application 
that allows users to compose and read mails online.  It would clearly be  an error for such an 

application to display a mai l without htmlencoding it.  However, an automated tool may never catch 
this vulnerability since the òRead Mailó page never gets generated as a direct result of cross-site 
injection that the tool might try o n the òCompose Mailó page.  Indeed, the ability to minimize the 

number of false positives and false negatives should be one of the more important criteria in selecting 
a security test automation tool.  

 
We believe that the right approach to bui lding tools f or this space would be to marry the computerõs 

ability to carry out large numbers of repetitive tasks leveraging the intelligence, creative genius and 
domain knowledge of a security tester.  We believe that any tool in this space should allow the security 

tester to model the application in some manner that can be understood by the tool.  The tool can then 
use this model in order to design its tests.  We wi ll i llustrate this by means of our emai l application 

example.  This application can be represented by t he following schematic:  
 

 


